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We responded with…

• Increased training for staff

• No more data ‘check outs’

• Enhanced physical security for reels

• Sped up digitization plans

• Notifications to those impacted

• And more…



Dr. Nirav Shah

Health 
Commissioner

New York



Secretary

Undersecretary

Director

Chief Deputy

Me

250 staff

Hell 
No!



3 major concerns:

1) Guard against data breaches

2) Avoid misinterpretations of data

3) Don’t embarrass the administration
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Geraghty says the birth 
of California’s first 
Health and Human 
Services (HHS) open 

data portal is much like 
the birth of a child: It 

took about nine 
months to create and is 

the object of great 
affection.



Overview

• We can overcome perceived barriers

• Digital transformation creates challenges 

as well as opportunities

• GIS is a valuable part of digital 

transformation

• HIPAA is a perceived barrier to using GIS

• We can make progress and reap the 

rewards



Technology is playing a fundamental role . . .

. . . Integrated Into everything we do        

Digital Transformation Is Just Beginning . . . 
We Are Living in an Era of Exponential Technological Advancement

Pervasive

Understanding

of Our World

Advanced Modeling
Efficiency and Collaboration

Real-Time Monitoring

Immersive

Experiences

Automation

Artificial Intelligence

Design Thinking

Pervasive

Mapping
Cloud Computing

Predictive Analytics

Data-Driven Analytics

Autonomous Vehicles

Sensed Data

Geospatial Solutions

Smart Devices

IoT

Bioinformatics

Persistent

Surveillance

Location Intelligence

Synthetic Biology

Open Data Access

and Transparency

Data Linkages

Robotics



. . . Create Enabling Technologies Foundation for Our Future

How Do We Take the Next Step?
Embrace Digital Transformation . . .

. . . and Leverage Technology Thoughtfully

Learn

Continuously  

Understand 

the Possibilities

Envision a 

Better Future

Create Solutions

Inform & 

Educate

Participate & 

Take Action

Embrace 

Technology

Take the Initiative

Work Together

Innovate



We’re still 
human

• Everybody loves to 
innovate, but 
nobody likes to 
change

• Status quo is the 
enemy of innovation

• What can we 
unlearn today?



A Conundrum

“Data can either be useful or perfectly anonymous but 

never both” (Ohm, 2009)

Mutually 
Exclusive 
Concepts

Useful Anonymous

A Conundrum:



Why We Care

High quality data is 

needed to:

• Inform policy creation

• Plan & prioritize 

initiatives 

• Target interventions 

• Evaluate outcomes



Why GIS?
aka

Location

Intelligence



For centuries we’ve focused on the microscopic



The world of the small could be tricky!
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Joseph Lister,
the Father of 

Antiseptic 
Surgery



Our faith in the small flourishes

20

Watson & Crick 
discover the 
structure of 

DNA in 1953



The power of genetics is undeniable

21



Our Genes

Shape 
us

Compel us

Make 
us distinctive

We are unique
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Appreciate 

the big 

picture with 

a telescopic 

view

Shifting Focus
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Excluding 

genetics, 80% 

of our health 

outcomes are 

context driven

Drivers of Health Outcomes
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Our 

communities 

have a powerful 

impact

Place Matters for Health!
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Our 

environments 

influence 

our personal 

behaviors

Make the healthy choice the easy choice

26



Our 

environments 

shape how we 

see our world

27

Our perception is based on our context
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YOUR ZIP CODE  > GENETIC CODE

Which is more important?



The first step for a diabetic patient to be able to take their medications…
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Access to Care 30

…is having the transportation to go and get them



Maybe its not the will to eat better that’s scarce…
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Wholesome food or food dessert?

…but rather its access to grocery stores that’s out of reach
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Not every community will have a fancy gym…



Safe places for physical activity

…but we know that the population can flourish when simple 
sidewalks are available.



Place Matters for Health!



Place Matters for Health

WHERE people live and the environments 
around them, has a significant impact on 

their personal health and outcomes 

36Hippocrates, 460 BC



THE 
SCIENCE OF 
WHERE



• Where is it

• How do I get there

• What’s nearby

• Where are we going

• Where’s the problem 

• Where is it changing

• Where is the issue

• Where is it suitable

• Where should we locate

The Science of Where

Helps us to answer the  fundamental 

questions  of where . . .



What is where?

Why is it there?

Why do I care?

How can I prepare?



Leveraging the Power of Geography . . .
to Make Better Decisions

Action & 
Outcomes

Decision-
Making

Analysis & 
Modeling

Planning & 
Design

Visualization & 
Mapping

Data Management 
& Integration 

Geographic 
Knowledge

A Framework & Process | Applied to the complete health workflow
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ArcGIS 
Software 
Platform

Professional 
Services

Training

Data & 
Solutions

Business 
Partners

Education & 
Non-Profits

Disaster 
Response

Publishing

Many elements for success



Homelessness



Veterans get help  in real time
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Census tracts with homeless Veterans



Homeless Shelters in LA, per HUD



Shelters with beds set aside for Veterans



Veteran beds within a 15 minute walk time



Vector Control



No more children with microcephaly

Mosquito Traps

Adulticiding



Suitable Aedes habitats



Biosurveillance through Social Media



Preparedness



California plans for medical surge &

connects citizens to 

healthcare services



CDC’s Social Vulnerability Index



Socioeconomic Theme



Demographic Theme



Housing & Transportation Theme



Opioid Epidemic



The world is aware



https://www.nsc.org/home-safety/get-involved/memorial/

Celebrating Lost Loved Ones

https://www.nsc.org/home-safety/get-involved/memorial/






Better Decisions –

Better Health



Counties combat heart disease 

by improving the built environment

Klamath County, Oregon



Kids can be placed in better foster homes

Tapestry Segmentation Data



Early Death

Complications of Diabetes

Motor Vehicle Accidents

Cancer



Navigating HIPAA in a Geospatial World

* This presentation is informational only 

and does not constitute legal advice. 





Name 

Address 

Male

Diagnosis

Identifier Data + Health Data

Protected Health Information (PHI)

• Any individually identifiable health 

information including demographic 

information, that is created, used, 

disclosed, or received by a health care 

provider, health plan, or health care 

clearinghouse. PHI includes data 

about past, present, and future health 

conditions, health care provision, and 

health care payments. 

• Examples of PHI include name, 

address, telephone number, birth date, 

and Social Security Number

(HHS, 2015)
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Health Plans Health Care Providers Health Care Clearinghouses 

Institutions, Organizations, Persons who transmit health data electronically

Billing, payments, insurance, claimsC
o
v
e
re

d
 E

n
ti
ti
e
s

• Covered entities (note: not all health data is PHI)

• The Privacy Rule does not directly apply to research but may affect 

researchers because it may affect their access to information, but it does not 

regulate them or research, per se.

• To gain access for research purposes to PHI created or maintained by 

covered entities, the researcher may have to provide supporting 

documentation on which the covered entity may rely in meeting the 

requirements, conditions, and limitations of the Privacy Rule.

Who is affected by the Privacy Rule?



• Take care when geocoding PHI

• Beware of unintentionally 

obfuscating your results

-Be sure you have high quality 

reference data

-Adjust your matching rules to suit 

the situation

Geocoding, a first step to using geography



• You may NOT give your data to 

someone else to geocode for 

you if they are not listed on your 

IRB protocol or given 

permission to handle your PHI 

(such as a BAA)

• You may not geocode PHI in 

ArcGIS Online unless deployed 

in a private cloud

-What about just submitting the 

addresses?

Geocoding - DONTs



• You can geocode using your ArcGIS desktop software                 

if you have reference data (like the Esri World Geocoder 

or StreetMap Premium) available on that machine

• You can geocode in your enterprise implementation of 

your ArcGIS Platform if you have ‘portal’ installed / 

turned on AND you have reference data also within your 

portal environment (i.e. on premise)

• You can geocode in a HIPAA compliant cloud (e.g. 

Spatialitics Health)

Geocoding - DOs



Confidential and RestrictedSpatialitics LLC 2019

Geo-Enabling the 
Healthcare Enterprise
An Overview

May, 2018
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HIPAA COMPLIANT FROM THE START

HIPAA 
COMPLIANCE

During
Analysis

At Rest

In Motion

In-built Data
Segmentation

BAA

SpatialiticsTM Health is built on a foundation of HIPAA-Compliant data 
management policies and rules and is supported by HIPAA-Compliant 
cloud infrastructure.
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Encode



Spatialitics Inc. 2018

GEOCODING PROCESS FLOW
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• SAAS Service with a set of Administrative, Physical, and Technical Safeguards to ensure 
the confidentiality, integrity, and security of protected health information (PHI)

79

SPATIALITICS - HIPAA-COMPLIANCE OPERATIONAL LAYERS

BAA • Agreements with Microsoft Azure for Cloud Infrastructure and with each customer

OPERATIONS • HIPAA-trained, US-based Cloud Operations staff

DATA
• Partitioned cloud storage models in order to keep each customer’s data truly 

separated, leveraging Azure’s HIPAA-compliant storage infrastructure
• All PII are kept out of the Geocoding or other Spatial Analysis processes

SOFTWARE 
PROCESSES

• Configured APIs and Service Engines to ensure that multiple users are running in 
partitioned environments

NETWORK 
PARTITIONS

• Virtual cloud network configured to keep tenant services and data separated and 
compliant

SECURITY
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GEOCODING HIPAA-COMPLIANT FEATURES
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Data Security
Partitioned storage to keep each 

customer’s data separated with all 
PII out of the Geocoding or other 

Spatial Analysis processes

Complete Encryption
TLS 256-bit AES data encryption at 
server and in-transit with access 

only to authorized users

Secure Infrastructure
Hosted on Azure’s secure 
HIPAA-compliant cloud 

infrastructure

Trained Team & SOPs
Trained team and HIPAA-compliant 

helpdesk incident and change 
management, following protected 

data SOPs and policies

Regular Audit
Consistent auditing and testing for 
internal and external vulnerability 

assessment

Third-Party Certification
Yearly third–party certification to 
guarantee adherence with HIPAA 

compliance
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Spatialitics Health Geocoder User Interface
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Spatialitics Health Geocoder User Interface
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SubscriptionStorageGeocodesUsers
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Spatialitics Health Geocoder User Interface
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Spatialitics Health Geocoder User Interface
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Spatialitics Health Geocoder User Interface
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Spatialitics Health Geocoder User Interface
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Spatialitics Health Geocoder User Interface
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Learn More

Spatialitics Health Website

https://spatialitics.com/health/

88

Spatialitics Health:
Product Introduction

Spatialitics HIPAA-Compliant 
Geocoder

Spatialitics Health: 
Clinical and Business Apps

https://youtu.be/B0LbyU0hFtM https://youtu.be/KYrM67TzAUc https://youtu.be/2yyoUCm7xSA

Videos

https://spatialitics.com/health/
https://youtu.be/B0LbyU0hFtM
https://youtu.be/KYrM67TzAUc
https://youtu.be/2yyoUCm7xSA


Data De-Identification Under HIPAA

HIPAA Privacy Rule 
De-identification 

Methods

Safe Harbor

Removal of 18 types of 
identifiers

No actual knowledge 
residual information can 

identify individual

Expert 
Determination

Apply statistical or 
scientific principles

Very small risk that 
anticipated 

recipient could 
identify individual

Many organizations select Safe 

Harbor due to its simplicity



Safe Harbor identifiers

1. Names

2. Dates (except year)

3. Telephone numbers

4. Vehicle identifiers

5. FAX numbers

6. Device identifiers & serial numbers

7. Email addresses

8. URL’s

9. Social Security Numbers

10. IP addresses

11. Medical record numbers

12. Biometric identifiers (incl finger and voice prints)

13. Health plan beneficiary numbers

14. Full-face photographs & comparable images

15. Account numbers

16. Certificate/license numbers

17. Any other unique identifying number or characteristic

18. Geography



Eliminate all geographic subdivisions 

smaller than a state, including street 

address, city, county, precinct, ZIP code, 

and their equivalent geocodes, except for 

the initial three digits of the ZIP code if, 

according to the current publicly available 

data from the Bureau of the Census that 

geography has < 20,000 people.

Geographies as defined by Safe Harbor



• 10% of all U.S. counties 

have more than 200,000 

residents

• More than 40% of counties 

have fewer than 20,000 

residents

- E.g. 8/58 California counties 

have < 20,000 people

Plumas

Inyo

Mariposa

Mono

Trinity

Modoc

Sierra

Alpine

Mapping county-level data may violate HIPAA



Data De-Identification Under HIPAA

HIPAA Privacy Rule 
De-identification 

Methods

Safe Harbor

Removal of 18 types of 
identifiers

No actual knowledge 
residual information can 

identify individual

Expert 
Determination

Apply statistical or 
scientific principles

Very small risk that 
anticipated recipient 

could identify individual



• CDC WONDER databases suppresses cells with 

numerators <10

• National Environmental Public Health Tracking Network 

suppresses cells that are greater than 0 but less than 6

• CMS suppresses values of <11

• Range is 3 to 40

• Most fall into the range of 10-15

Numerator Rule



• Geographic masking to suppress cell counts ≤10 on a map

• It is often necessary to suppress complementary cells as 

well to avoid the calculation of actual cell values by 

subtraction or other mathematical operations

Small cell suppression



• National Center for Health Statistics – 250,000

• National Environmental Health Tracking Network –

100,000

• Maine Integrated Youth Health Survey – 5,000

Denominator Rule

Risk varies based on the level of ZIP code and how the ZIP code is 

combined with other variables.

Date of Birth + Sex + 5-Digit ZIP code is unique for over 50% of US 

residents, meaning that with these 3 pieces of information more than 

half of US residents could be identified

Year of Birth + Sex + 3-Digit Zip code is unique for 0.04% of US 

residents



You can aggregate on any of your cells: age, racial/ethnic 

categories, time periods (months, years), geography

Aggregation



Randomly offsetting point data in a way that obscures actual 

address locations (in blue), while preserving the overall 

spatial pattern. Also known as geomasking. Focus on the ‘k’ 

statistic.

Perturbation



Institute for Families in Society, (South Carolina), Decision Tree

Numerator OR 

Denominator rule 

is okay.



CA Dept of Healthcare Services, Decision Tree

• Must meet numerator AND 

denominator condition

OR

• Apply scoring criteria

IF Score ≤12 (go to risk 

assessment)

IF Score >12 (Suppress small and 

complimentary cells first)

THEN

• Assess legal, policy and 

programmatic risk



Publication Scoring Criteria 
(*originally from Illinois Dept of Public Health)

• Focuses on most 

commonly used 

variables in health

• Two identification 

criteria assessed:

- Variable specificity 

(generally numerator)

- Size of potential 

population (generally 

denominator – like 

geography)
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• Take discrete data points and mask the spatial location.

• Randomly distort data while attempting to preserve 
spatial patterns.

• Support for variable aggregation into “bins”

• Aggregation based on census populations

• MapMasq is the calculator, not an “easy button” to 
HIPAA compliance – depending on the dataset, locations, 
and sensitivity other methods may need to be applied. –
“Expert Determination”

• Links to published studies at mapmasq.com in the 
resource section

What Does MapMasq™ Do? 



Two Areas of Masking

• Retains Point Data

– K-Mean Neighbor

• “Jiggering”

– Rounding/Truncating

– Random Obfuscation

• Aggregation

– Standard Bins

• Triangles, Squares, 
Hexegons

– Census Driven

• Numerator Rule

• Denominator Rule

– Age, Sex, Combination



Triangle, Square, Hexagon Bins



Census Numerator Rule



Census Denominator Rule



Rounding/Truncating Coordinates (lat/long)

• Stacks the points
• Ability to “aggregate” without loss of individual points!



Coordinate Rounding & Truncation

• Two simple displacement 
algorithms: rounding and 
truncation 

• Allows you to enter the 
number of spaces past the 
decimal point  on your latitude 
and longitude to round or 
truncate to

• Tendency to aggregate data 
points to a single location 
depending on the number of 
spaces past the decimal you 
are working with

• A report back to the user will 
indicate how the truncation 
coarsens the accuracy 

• Maintains attribute features –
its still a point dataset (stacked)



Donut Masking

• Extent of the masking can be set 

by drawing a box or 
assuming your extent is the 
data frame in view

• The blue dots are the 
original record location

• A circle is generated for the 
minimum displacement 
distance (blue) – that record 
cannot be placed within that 
circle

• The outer circle (orange) is 
the farthest displacement 
distance – the record should 
not be placed outside of that 
circle



K Mean Neighbors

• Primary donut masking 
algorithm 

• K is the number of neighbors 
around the feature to 
consider

• Creates the inner and outer 
circles of the donut based on 
the value of K and the density 
/ distance of its neighbors

• Each point shifts within the 
donut in a random compass 
direction

• Includes a K-Anonymity score



K Mean Angular Neighbors

• The direction a feature is 
moved is based on the 
location of its neighbors

• Builds a range in the 
centroid of the direction of 
the nearest neighbors

• Considers the angular 
displacement of its 
neighbors relative to North

• Increases the number of 
circles that overlap

• Includes a K-Anonymity 
score



K-Mean Neighbor, “jiggering”, “Donut”



Conservative Parameters <1% with Score of 0

Assessing Risk



Deployment Information

• Works as an extension to ArcGIS Pro

• Can be use separately for your data

• Incorporate into an enterprise platform



The Future

• Always exploring new techniques, such as 

differential privacy and principal 

components analysis 

• Your ideas / needs are welcome



Geraghty says the birth 
of California’s first 
Health and Human 
Services (HHS) open 

data portal is much like 
the birth of a child: It 

took about nine 
months to create and is 

the object of great 
affection.



What Happened Next?

• The other 12 HHS Departments began 

contributing data

• The state gov ops group launched their 

open data portal

• The open data handbook is online and 

used as a guide for many organizations 

wanting to share data

• 4 new laws before the legislature



Increased sharing 
• Intra-departmental

• Inter-departmental

• Fewer FOIA requests



Innovation
• Inter-departmental Open Data 

Working Group
• Hackathons
• Innovation Fellow
• Innovation Program





Undersecretary 

Secretary 

Governor 
appointee for 
Innovation & 
Digital Services



Summary

• We can overcome perceived barriers

• Digital transformation creates challenges 

as well as opportunities

• GIS is a valuable part of digital 

transformation

• HIPAA is a perceived barrier to using GIS

• We can make progress and reap the 

rewards
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