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NIHB Mission Statement: Established by the Tribes to 
advocate as the united voice of federally recognized 
American Indian and Alaska Native Tribes, NIHB seeks to 
reinforce Tribal sovereignty, strengthen Tribal health 
systems, secure resources, and build capacity to achieve 
the highest level of health and well-being for our People.



How does NIHB pursue 
this mission?

Advocacy Policy Formation 
and Analysis

Training and 
Technical 

Assistance

Capacity Building Programmatic 
Support Direct Funding

Legislative and 
Regulatory 

Tracking

Direct and Timely 
Communication 

with Tribes

Research on 
Indian Health 

Issues













• By the end of the session, participants will be able to:
• Be able to explain the importance and legal foundations of Tribal 

data sovereignty
• Identify next steps for improving public health data sharing with 

Tribes

Learning Objectives



Agenda 
Overview

Introduction to Tribal Public Health

Federal Indian Law 101

Legal Foundations of Public Health Data Sharing in 
Indian Country

Case Study: Electronic Case Reporting as a Path for 
Respecting Tribal Sovereignty 

Bringing it All Together: Data, Health Equity, and 
Paths Forward

Discussion



Here’s the Main Takeaway: 

There is no Health Equity 
without Tribal Sovereignty



2021 US Avg (76.1)





Roots of Health Inequities in Indian Country

Colonization

Disconnection from community, 
identity, and culture

Disruption of 
Tribal 
governance & 
growth of 
distrust

Erasure

Systemic, self-
perpetuating 
barriers 

Inequities in health 
outcomes for American 

Indians and Alaska Natives:

AI/AN life expectancy is 
now 11 years less than for 

the general American 
population



• Public Health is charged with addressing health equity and protecting 
the public’s health and wellbeing

• Public health data are necessary to identify, respond to, and mitigate 
public health threats





• Services provided by:
• Tribes
• Indian Health Service
• Tribal Epidemiology Centers
• States
• Counties
• CDC

Public Health System in Indian Country

Tribe

United States

State
Citizen



• Tribal public health is often integrated within healthcare systems.
• Strong linkages between public health and healthcare can strengthen 

systems.
• Tribal systems often follow a different (but equally effective) model 

compared to state and local health departments





What kinds of data 
do Tribes need?
• Reportable disease data 

(infectious disease, STI, cancer)
• Birth and death records
• Environmental data
• Vaccine records
• Medicare and Medicaid claims 

data
• Injury and accident data
• Maternal morbidity and 

mortality data
• Census data
• …and many more



Challenges in 
Tribal Access to 
Public Health 
Data

Public health data are necessary to identify, respond to, and mitigate 
public health threats

Data are often held by non-Tribal governments and institutions and are 
not always representative of or available to American Indian and Alaska 
Native public health systems. 

Federal, state, and local governments have not consistently upheld or 
supported Tribes’ rights to access data, and Tribes are not always fully 
integrated into their surveillance systems, other public health data 
systems, or networks.

Without real-time access to accurate public health data, Tribes cannot 
adequately track the spread of disease, make data-informed decisions, 
identify those at high risk for severe illness or mortality, or evaluate 
prevention and other public health interventions. 
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Federal Indian 
Law 101



Legal & Systems 
Challenges to 
Data Access
• Exclusion from data systems
• Overlapping jurisdictional 

boundaries
• Misunderstandings of HIPAA 

and Public Health Authority
• State privacy and data sharing 

laws
• Lack of respect/recognition of 

Tribal sovereignty in practice

• ATTORNEYS 



Tribal Nations – The 
Oldest Governments in 
North America

• When the first colonists arrived, 
they encountered a continent that 
was already settled by existing 
sovereign nations. 

• Doctrine of Discovery
• This was recognized in Article I, 

Section 8, Clause 3 of the U.S. 
Constitution, which states that 
the United States Congress shall 
have power "To 
regulate Commerce with foreign 
Nations, and among the several 
States, and with the Indian Tribes.” 



• Recognizes Tribal Sovereignty, tribes retain 
all of their inherent sovereignty that the 
federal government has not encroached 
upon

• Federal plenary power—Congress maintains 
authority to legislate on all matters 
concerning Tribes, NOT STATES

• Government-to-Government– the federal 
government, and not states, is in charge of 
lndian affairs—state law can have no force in 
Indian Country 

• Federal Trust Responsibility--federal 
government has assumed a trust 
responsibility towards Indian nations, 
resulting from treaty language and from the 
role it has assumed with respect to limiting 
Tribal sovereignty.

Principals of 
Federal Indian Law
Framework of law that governs 
the rights, relationships, and 
responsibilities between Tribes, 
States, and Federal government



Tribal 
Sovereignty
The right and power to 
self-govern

• Tribes are sovereign nations, with the power 
and duty to safeguard their citizens’ health

• Tribal nations predate the formation of the 
United States – they retain their sovereignty

• Tribal sovereignty has been repeatedly 
recognized and affirmed by the U.S. 
Supreme Court, the U.S. Constitution, and 
hundreds of Indian treaties and federal 
statutes

• Tribal nations hold a unique government-to-
government relationship with the United 
States (NOT STATES)

• “American Indian/Alaska Native” is first and 
foremost a political status

• Recognized NOT Granted, unlike States



The Three 
Governments: 
Tribal, Federal, 
& State



Federal Trust Responsibility

The US Supreme Court has found that a 
unique trust relationship exists between 
the federal government and the tribes in 
light of their history, treaties, agreements, 
legislation, and case law

The provision of services such as health 
care was included in treaties that Tribes 
signed with the United States in exchange 
for giving up their lands.

The trust responsibility is a “fiduciary 
obligation . . . to protect [T]ribal treaty 
rights, lands, assets, and resources, as 
well as a duty to carry out the mandates 
of federal [Indian] law.”



Treaties & 
Provision of 

Health 

Treaties between the federal government and numerous Tribes 
obligated the United States to provide health care and other services 
to Tribes and American Indians in exchange for ceded territory.

Snyder Act (1921)—Authorized Tribal-specific health care funding

Transfer Act (1954)—the Indian health program became a 
responsibility of the Public Health Service and recognized Tribal 
Sovereignty

Many other laws and legally binding documents reaffirm these 
obligations. 



Tribal Self-Determination 
• Self-determination, simply means that 

Tribes themselves, rather than the federal 
government, decide funding priorities 
and manage Tribal resources.  

• Indian Self-Determination and Education 
Assistance Act (1975) [ISDEAA]

• Codified the principal of Tribal self-
governance

• Basis for authorizing Tribes to assume the 
management of BIA and IHS programs 
through Title V Compact and Title I Contract

• Over half of IHS’s budget is controlled by 
Tribes under this Act



Indian 
Health Care 
Improvement Act

• Consolidated and increased funding for 
the Indian Health Service (IHS), provided 
services for urban Indians, and allowed 
Medicare and Medicaid to reimburse IHS

• Permanently reauthorized in the Affordable 
Care Act (2010).

• Authorized the establishment of Tribal 
epidemiology centers (TECs) to serve 
Tribes across each Indian Health Service 
region throughout the United States

Direct 
Services

Self-
Governa

nce

Third-
Party



Indian Health Care 
Improvement Act

• “[I]t is the policy of this Nation, in 
fulfillment of its special trust 
responsibilities and legal obligations 
to Indians --[] to ensure the highest 
possible health status for Indians and 
urban Indians and to provide all 
resources necessary to effect that 
policy[.]” – 25 U.S.C 1602



Tribal Consultation: 
Government-to-
Government

• Government agencies with data on AI/AN people 
have a responsibility to engage in government-
to-government consultation with through Tribal 
Consultation

• 2021 Presidential Memorandum reaffirming 
Executive Order 13175, which directs federal 
agencies to “engage in regular, meaningful, and 
robust consultation with Tribal officials in the 
development of federal policies that have Tribal 
implications” 



Federal Trust 
Responsibility 

for Health 
Care



Legal Foundations of 
Public Health Data 
Sharing in Indian 

Country  



Tribal Public Health 
Authority
Basis for government-to-government 
relations and data sharing with other PHA at 
federal, state, and local levels. 

 

Inherent Public Health 
Authority 

Designated Public Health 
Authority



Inherent Tribal 
Public Health 
Authority 

• No federal law is needed to grant Tribes the 
authority to engage in public health activities.

• Parens patriae authority refers to a 
government’s authority to intervene and 
implement strategies to protect the well-being 
of their community, like secondhand smoke 
laws.

• Tribes have inherent authority as sovereign 
nations to protect and promote the health and 
welfare of their citizens, using methods most 
relevant for their communities.

• Engaging in isolation, quarantine, case 
investigations, contract tracing, and disease 
surveillance are essential public health 
services. These powers are inherent to all 
sovereign nations, including Tribes. 



TECs: Designated Public Health Authority
• Tribal Epi Centers are also public 

health authorities for the purposes 
of HIPAA

• Charged with carrying out public 
health activities on behalf of the 
Tribes

• Specifically recognized in federal 
law as exempted from the data 
sharing restrictions in HIPAA



Tribal Public Health Authority
• Although the federal government defines 

Public Health Authority as part of 
statutory and regulatory schemes, being 
recognized as a public health authority 
under a federal law is distinct from being 
the official public health authority for a 
sovereign
government.

• For example, HIPAA recognizes TECs as 
public health authorities for the purposes 
of access to protected health information. 
This does not, however, mean that TECs 
are the governmental public health 
authority of each Tribal sovereign nation it 
serves. 

Inherent 
Public 
Health 

Authority 

Designated 
Public 
Health 

Authority



WHAT?? NO DEFINITION FOR PHA? 
• No Statutory Definition of “Public Health Authority”

• A Health Oversight Agency is defined by federal law (45 
CFR 164.501) as:

“an agency or authority of the United States, a State, a 
territory, a political subdivision of a State or territory, or 
an Indian tribe, or a person or entity acting under a 
grant of authority from or contract with such public 
agency, including the employees or agents of such 
public agency or its contractors or persons or entities to 
whom it has granted authority, that is responsible for 
public health matters as part of its official mandate.”



Data Sovereignty

In mainstream usage, “data sovereignty is 
the concept that information which has 
been converted and stored in binary digital 
form is subject to the laws of the country in 
which it is located.” 

“Indigenous data sovereignty is the right of 
Native nations to govern the collection, 
ownership, and application of its own 
data.”



Core Tribal Data 
Sovereignty 
Principals 

Only a Tribe has the sovereign authority to determine how 
their data may or may not be used.

“When a jurisdiction reports on or about American Indian or 
Alaska Native peoples, it should meaningfully partner and 
consult with Tribal leaders on the analysis and interpretation 
of the data.”

Tribes retain an ownership interest in data, even when the 
Tribe’s data are located in a state, federal or other dataset. 
This interest remains when the Tribe’s data are aggregated 
with other data. 

Tribes must have equitable access to data needed to perform 
their governmental duties.



Major Barriers to Tribal Data Access 
• Exclusion of Tribal nations from decision-making/input on federal 

and state government use of tribal and AI/AN data.
• Lack of federal and state data sharing agreements that protect 

Tribal and AI/AN data and recognize Tribal ownership in data 
about their Tribe and their people.

• Lack of federal and state government mechanisms to provide 
Tribal nations equitable access to AI/AN data necessary for Tribes 
to perform their governmental duties

• Failure of public health laws to respect & support Tribal 
sovereignty and Tribe’s inherent authority. 



2022 GAO Report: Enforcing 
current federal law
• “The Secretary shall grant to each [Tribal] 

epidemiology center… access to use of the 
data, data sets, monitoring systems, 
delivery systems, and other protected 
health information in the possession of the 
Secretary.” (Indian Health Care 
Improvement Act, 2010)

• GAO recommendations:
• HHS should clarify the data it will make 

available to TECs as required by federal 
law

• CDC and IHS should develop guidance 
on how TECs should request data, and

• Develop agency procedures on 
responding to such requests

https://www.gao.gov/products/gao-22-104698


Electronic Case Reporting, Infectious Disease 
Surveillance, and Data Sovereignty



Data challenges and disease surveillance:
• Tribes and TECs face significant barriers in accessing public 

health data.
• TECs have had to wait months or years to receive the data they need.
• COVID-19 data was delayed up to 7 months during the pandemic- 

hindering emergency response efforts.
• This has real world consequences- Tribes cannot make informed 

decisions about community health needs without data.
      -Source: US GAO Report 2022



Data Sharing Varies by State
• Tribal access to data varies on a state-by state basis.
• Many states have laws or policies limiting Tribal data sovereignty 

(often unintentionally or due to misunderstandings).
• This is despite clear federal recognition that Tribes are public health 

authorities.



What is Electronic Case Reporting (eCR)?
• The automated, real-time exchange of disease case reports between 

electronic health records (EHRs) and public health authorities.

eCR provides:
• Real time surveillance
• Faster outbreak response
• Better communication between healthcare and public health







eCR Challenges
• Zip code overlap across jurisdictions
• Tribal citizens reside outside of Tribal land
• Public health departments, as a separate entity from healthcare, is 

new for many Tribes. Tribes must establish their health agencies as 
Public Health Authorities to engage with eCR.

• Funding sustainability
• EHR limitations



Progress Towards eCR
• Two pilot grantees are about to connect to the national eCR system, 

AIMS, and will begin receiving case reports.
• There has been some challenges in educating states and national 

agencies about Tribal public health authority.
• Tribes have had challenges on the ground documenting public health 

authority for the health department
• Pilot Tribes are leveraging eCR as a first step for better data sharing



Bringing it All Together: Data, Health Equity, 
and Paths Forward



Where do we go from here?
• Achieving health equity means re-creating our public 

health system to restore power to Tribes and honor 
Tribal sovereignty

• Also requires investment & capacity building in Tribal 
Public Health Infrastructure 

• Tribal Public Health Codes, Codifying Public Health 
Authority

• Data Systems, Modern EHR
• Epidemiologists & Statisticians

• Tribes are the experts in Tribal health equity.
• Tribes know what their communities need
• With resources, data, and government-to-

government collaboration, Tribal public health can 
lead the way to health equity



• Working with Tribes must have a 
foundation of respect for Tribal sovereignty, 
including data sovereignty

• Remember that Tribes have good reasons 
for protectiveness over their data & citizens 

• Building strong partnerships between Tribe 
and state/local health departments takes 
time, effort, and good faith – it’s also 
necessary for meaningfully advancing 
health equity

Where do we go from here?



There is no Health Equity 
without Tribal Sovereignty



What can states do to support health 
equity through Tribal data access?

• State laws cannot infringe on Tribal sovereignty.

• Interpret state privacy laws as permissively as 
possible – data sharing with Tribes is part of 
respecting Tribal sovereignty

• Remember, any allowances for “public health 
authorities” apply to Tribes and TECs, regardless of 
whether they are specifically named

• If state law cannot be interpreted to allow for such 
sharing with Tribes or TECs, engage in efforts to 
amend the law to properly honor Tribal sovereignty



FEDERAL, STATE, & LOCAL POLICY & PRACTICE

Privacy officers, 
attorneys, and other 
experts should work 
with public health staff 
to outline how data can 
be shared – with 
minimal red tape

Take a stance of “Getting to Yes”

Clear, standardized processes 
benefit everyone

Tribes should have 
access to any data 
necessary to monitor 
and respond to public 
health threats

AI/AN and non-AI/AN people on 
or near Tribal lands

Tribal members living off Tribal 
lands

Policies to protect Tribal 
data sovereignty

Tribal Consultation 
Policies



Tribal Consultation Policies are a powerful tool for advancing health equity and honoring 
Tribal sovereignty.
Timely, Meaningful, and Robust Tribal Consultation
• Tribal consultation is required when:

• A federal or state agency is considering a policy change that could affect Tribes, Tribal lands, or 
Tribal citizens

• A government agency is collecting data that includes Tribal citizens
• A Tribe requests consultation

• Government-to-Government diplomacy & collaboration
• Decision-makers need to be at the table
• Before a decision is made
• Transparent
• Free, informed, prior consent
• Report back how Tribal input was incorporated into the policy



Where to Start

Hold Tribal consultation to 
determine what data Tribes need

Identify what data you share, and 
what data you do not share

Determine what agreements are 
already in place with Tribes, and 
where agreements are missing

Work with your legal counsel and 
Tribal leadership/representatives 
to overcome barriers and get to 
yes



Discussion Questions:
• Have you ever engaged in public health data sharing between a Tribe 

and another agency (i.e. state or local health department, federal 
agency)?

• What barriers do you face in sharing public health data between 
Tribes and non-Tribal agencies?

• What information do you need to be able to successfully advocate for 
improving public data sharing with Tribes?



• AC Locklear – Federal Relations Director
alocklear@nihb.org 

• Carrie Field – Policy Analyst & Health Equity Project Lead
cfield@nihb.org 

• Sarah Price – Public Health Policy & Programs Manager
sprice@nihb.org 

mailto:alocklear@nihb.org
mailto:cfield@nihb.org
mailto:sprice@nihb.org


THANK YOU
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